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KINGSTON’S SECURE STORAGE

MINIMIZE THE RISK OF MOBILITY 
Financial services firms are rapidly transitioning from stationary workplaces to 
environments that empower employees and contractors to work from 
anywhere – at the office, at home or on the road. But without taking measures 
to secure sensitive financial data, customer records or intellectual property, 
banks, brokerages, payment card companies, insurers and credit clearinghouses 
may find mobility brings more risk than they anticipated.

CAN YOU AFFORD THE COST OF NON-COMPLIANCE? 
Financial services companies face a growing number of regulatory mandates 
for ensuring customer data and other information doesn’t fall into the wrong 
hands. From the Gramm-Leach-Bliley Act (GLBA), Sarbanes-Oxley Act (SOX) 
and Payment Card Industry Data Security Standard (PCI DSS) to multiple state 
laws and the new European Union General Data Protection Regulation (GDPR), 
banks, insurers and other institutions face considerable penalties for non-
compliance.

In fact, failing to comply with these regulations costs over 2.5 times more than 
the cost of compliance (2011 Ponemon Study). And while fines and penalties can 
hurt, they pale when compared to the cost to your brand and your business 
when customers fear they trust you with their personal information. 

PRESERVE DATA, AND YOUR REPUTATION 
With Kingston’s encrypted USB drives which include industry favorites from 
Ironkey, you can simplify compliance by relying on a full range of products that 
include the right solution to meet every need. Kingston’s encrypted line of 
drives feature products that range from Entry level Alphanumeric keypad PIN 
protection all the way through FIPS 140-2 Level 3* validated, military-grade 
encrypted USB storage devices. Kingston lets you put a wall between 
unauthorized users and the data you need to protect. 

Choose from an array of Kingston IronKey and DataTraveler solutions:

• Hardware based encrypted USB flash drives

• FIPS Certification 197 through 140-2 Level 3 (Drive specific)

•  Device Management integration seamlessly through DataLocker  
EMS and SafeConsole products.

To find out more about the entire line of Kingston Ironkey and Kingston 
DataTraveler Encrypted USB drives, please visit www.Kingston.com/encrypted  

 

ENCRYPTED USB STORAGE SOLUTIONS FOR FINANCIAL SERVICES 

GET THE KINGSTON ADVANTAGE

Mobilize executives, loan officers, 
adjusters and others by enabling them to 
safely access data and applications from 
virtually any PC or tablet.

Shield financial data with a virtually 
indestructible drive that exceeded 
military waterproof testing requirements. 

Lock down sensitive financial data 
by putting military-grade encryption 
and a ruggedized enclosure between 
unauthorized users and your Kingston 
IronKey drive’s contents.

Meet security mandates by relying on 
FIPS 140-2 Level 3* validated devices and 
advanced auditing and reporting. 

Simplify compliance with advanced 
auditing and reporting capabilities.

Centrally manage data access and use, 
no matter where employees go.

WITH KINGSTON SECURE  
STORAGE DRIVES… 

• Teleworkers can safely access data and 
applications from home.  

• Banks, insurers and others can equip 
contractors to work in the field without 
investing in laptops or tablets.

• Auditors can gain trusted access to 
sensitive data when on assignment or 
when working from home.

• Claims adjusters, examiners and 
investigators can have access to data 
and applications from the field.

• Organizations can provide key 
personnel with access to critical data to 
maintain operations if severe weather or 
other disasters strike.

• IT can enforce access and use policies 
from a central console.

• IT can demonstrate best effort to 
comply with new and unsettled 
regulations, including the GDPR.


